Retrieving a Forgotten User ID in NAP

This Quick Reference Card outlines how to retrieve a forgotten NAP User Account and a forgotten NAP Password. You many only
retrieve your NAP User Account if you previously set up your Challenge Questions. If you did not set up your Challenge Questions,
you must contact the Helpdesk at 866-224-7677 .

4 On the Retrieve Your Username dialog box under Step
1 - Enter e-mail address, type your E-Mail Address as

1 Start your Internet browser, type https://nap.nwcg.gov/ identified in your contact information, and then click
NAP/ in the Address bar and then press [Enter]. Enter

2 On the Government Warning dialog box, click 5 Under Step 2 - Respond to Challenge Question, type the _
answer to your Challenge Question, and then click iy

To retrieve a forgotten NAP User Account

3 On the NAP Home screen, click ? to the right of the
Enter Username text box.

£ NAP - NESS Application Portal -Odows Internet Explorer
< £] htps rweg.gov.
File Edit Wiew Favorites Tools Help
¢ Favorites w3 € New Tab

& NAP - NESS Application Portal @ ) = v Page v Safety v Took™ @~

(NT\z] Message Board ) Enter Username: %\ﬁer Password: [N Cooin )+ account |
Forgot Username?

Government Warning

Unauthorized access to this United States Govemment Computer Systern and software is
prohibited by Title 18, United States Code 1030

This statute states that thoever knowingly or infertionally accesses a computer without
or exceels aUthOrized Access, and by means of such conduct, aktains, alters,

I I damages, desiroys, or discloges information or prevents 3uihorized use of (Jata of a computer
NESS Application Portal Supported Applications owned by or operated fory the Govemment of the United States shall be punished by a fine
underthis ftle or for not more than 10 years, or hoth

N Al activities on this systern and network may be monitored, intercepted, recorded, read, copied,
INCIVEB Administration Test or captured in any manner and disclosed in any manner by authorized personnel. THERE IS
INGIWEB Administration application NO RIGHT OF PRIVAGY ONTHIS SYSTEM. Systam parsonnel may aive to law enfarcarnant
officials any patential evidence of crimes found an this USDAcamputer system

USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
Organization Information System CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
SYSTEMS SECURITY OFFICER.
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9) Sten 1 - Enter e-mail address
Weather Information Management System Test

WIMS migration to NAP E-Mail Address: | w “@fsfed.us|

Retrieve Your Username

& Internet Step 1 - Enter e-mail address
* | emeccarmickl 2@is fed.us

9) Step 2 - Respond to Challenge Question

In what city does your nearest sibling live? s | snmmumag

Once you successfully answer the Challenge Question, you will receive
an e-mail from donotreply@nwcg.gov with the subject line NAP User
Account Information. If you have a Standard NAP User Account AND
a Privileged NAP User Account, you will receive two emails.
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Retrieving a Forgot

ten NAP Password

To retrieve a forgotten NAP Password

1 Start your Internet browser, type https:/nap.nweg.gov/NAP/
in the Address bar and then press [Enter].

2 On the Government Warning dialog box, click

3 On the NAP Home screen, click “? to the right of the Enter
Password text box.

4 On the Reset Your User Password dialog box under Step 1
- Enter username, type your NAP User Account name, and

then click | Enter
5 Under Step 2 - Respond to Challenge Question, type the
answer to your Challenge Question, and then click
[ Submit |
Stay logged on to NAP! You can save time by changing your
Temporary NAP Password now!
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To change your Temporary NAP Password

A On the NAP Home screen, perform the following, and then
click BEZZN
- in the Enter Username text box, type your NAP User
Account name
- in the Enter Password text box, type the Temporary NAP
Password e-mailed to you from donotreply@nwcg.gov.

B On the Change Password dialog box, complete the
following, and then click [k

in the Current Password text box, type Your Current
Password

in the New Password text box, type Your New NAP
Password

in the Current Password text box, re-type Your New NAP
Password.

NAP Passwords must
be 12 to 32 characters

Message Board Enter Username: 2| Enter Password:

7) K R in length and contain a

Government Warning

Unauthorized access to this United States Govemment Computer Systern and software is
prohibited by Title 18, United States Code 1030

combination of one upper-
case letter, one lower-case
letter, one number, and

one special, non-numeric

NESS Application Por|

This statute states that Whoever knowingly, or intentionally accesses a computer without
i ar exceeds authorized access, and by means of such conduct, obtains, alters,

character ((@#8%"*)

damages, desiroys, o discloses infarmation or prevents authorized use of (data of a computer
ouned by or operated for) the Government of the United States shall be punished by a fine
INCMVE| i der this title or imprisonment for not more than 10 years, of both,
INCIWE
All activities on this system and network may be monitored, inercepted, recorded, read, copied,
or captured in any manner and disclosed in any manner by authorized personnel. THERE IS
MO RIGHT OF PRIVACY ONTHIS SYSTEM. System personnel may give to law enforcement
offisials any potential evidence of srimes found on this USDAcomputer syster.

Organi
v USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
SYSTEMS SECURITY OFFICER.
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Reset Your User Password

Do not use <, >, or &.

Change Password

Current Password: % AP requires a strong password that contaif
Ieast 12 charasters and mustinclude atlea
follawing: 1 upper case letter(s), 1 lower case
Ietter(s), 1 number(s) and 1 special tnor-
alphanumeric) character(s). Previously used
passwords may not be used

New Password:

Confirm Password: #

9) Step 1- Enter username

*

Reset Your User Password

Step 1- Enter username:

Once you successfully answer the
Challenge Question, you will receive

an e-mail from donotreply@nwcg.

gov with the subject line NAP User
Account Information that identifies your
Temporary NAP Password.

o Step 2.- Respond to Challenge Question

In what city veas your father horn? s | cus,
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